Business Continuity Planning In
Financial Institutions

16t March 2015
Tokio Marine & Nichido Risk Consulting Co.,Ltd.
Executive Chief Consultant

Tomohisa SASHIDA

& B R EE 0D B S MR B R T I

20153 A 16H

BB LEASIRIaAVYILTAo %St LEEEWMERE
feEH EA

1
© 2015Tokio Marine & Nichido Risk Consulting Co.,Ltd.



Great East Japan Earthquake

Impact and response of Financial Institutions 1

<<Banks and Shinkin Banks (credit association)>>

«280 Branch offices (72 Institutions) remain closed on

Monday 14t March

—Continued operation at neighboring branch offices and
temporary/mobile offices at vacant site

—Difficulties in cash transfer, replenishment and retrieval

11 banks stopped transaction on Tuesday 15t March
«29 clearing houses closed on Monday 14t March
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<<Banks and Shinkin Banks >> exceptional measures

*In case of lost passbook, identify its depositor and accept
payment

*In case of lost seal for registered for passbook, accept
thumbprint

sAccept refund before due date of time deposit and
iInstallment savings

sAccept transaction of bills overdue caused by the GEJE
after consultation of financial Institutions

Change dirty banknotes

Make consultation over lost national bond
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<<Banks and Shinkin Banks >> customer support

-Exceptional refund of deposit

-Cash refund of deposit of other Financial Institutions
by proxy

-Provision of transfer records of previous month on printed
paper regarding to payment to companies and local
governments

-Flexible response to loan and bill
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<Great East Japan Earthquake

Impact and response of Financial Institutions 2
<<Non-life Insurers>>

-JPY 1,298.4 billion paid as insurance claim payout
(as of 31st March 2014)

-Joint survey at Tsunami affected areas
-Postponement of insurance premium payment
-Postponement of procedures of continued contracts

-Despite high dependence on FlI's information system, little
serious damage incurred to information system by Tsunami
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Business Continuity Plan

To continue
business above the
lowest permissible

level To recover
capacity utilization
A within the permissible
After time
~ Before __ (initial response & business continuity responses)_
100%
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- Present anticipated recovery curve
== == == = Recovery curve after implementation of BCP
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BCP Development of Bank and Securities Industry
Almost all banks and securities companies have developed BCP

Major bank 100%
Regional bank 77% (96%)
Domestic securities company 88% (100%)

Foreign bank and foreign securities 100%

Note) Number of companies that have developed BCP and
conduct regular review
Figure in parenthesis includes companies that have
developed BCP without regular review
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A case of FI (Tokio Marine & Nichido Fire Insurance ) -1

1. Principles of employees' conduct

Prioritized actions of employees at disaster time to take
individual and corporate social responsibility

D Safety of life

To check the safety of customers, agents, employees and their
families

@Cooperation in securing safety in the local community

To make every effort to cooperate in securing safety in the
local communities

@Continuation of important operations (business continuity)

To take actions to continue important business operations
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A case of FI (Tokio Marine & Nichido Fire Insurance ) -2

2. Critical business operations for business continuity

At disaster time, the following 3 operations are selected as
critical business operations which needed to continue by
allocating management resources such as personnel , funds
and others appropriately.

@ receiving of accident notices
@ payment of claims, maturity refunds and other payables,
® conclusion of insurance contracts
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A case of FIl (Tokio Marine & Nichido Fire Insurance ) -3

3. Anticipated risks and damage

The scenario envisions damage to the Head Office building
and the Tama Systems Center in an earthquake striking the
Head Office building with a seismic intensity (on the
Japanese scale) of greater than 6, making both facilities
unusable for around one month.

4. Business Impact Analysis
Recovery Time Objective: within one day
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A case of Fl (Tokio Marine & Nichido Fire Insurance ) -4

5. Setting up reguired organizations and framework

@ The Head Office Disaster Response Headquarters under the
authority of the President will be set up at the Head Office,
consisting of executives and directors in charge of major
functions of Head Office.

@ In case of loss of communication to the Head Office for 3
hours, the Kansai Backup HQ will be established in the
Kansai region.

® On regular basis, the Disaster Response Promotion Team has
been established as a standing organization and will support
executive members at the Headqguarters at disaster time.
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A case of Fl (Tokio Marine & Nichido Fire Insurance ) -5

6. Preparation

(1) In case that Head Office building will become unusable, 6 bases are
prepared as substitute offices in metropolitan area in MTama, @
Shinjuku, @Yokohama, @Omiya, ®Makuhari and ®Tachikawa. The
most appropriate location will be selected among these location for
the Head Office Disaster Response Headquarters considering
conditions.

(2) Establishment of backup IT system
When Tama Systems Center in Tama becomes inoperable, backup IT
system will be up and running at System Center No.2 in Chiba to
continue important operations within 24 hours.

SREEREDOBCPOEN| (RRELBEANKERIR)—5

6. BHIERE

(1) REEINERATEGIMEEICHER. EHBEITRBLLGIRDE6DDOMR
(BHBEETERENR)ZEDOTOET, ODZE,. Q#E. Q. DKXKE.
ORIE. @i, RKEXLEXNEAREL. BHBEETEZTH N AODNS, BE
HEHMELTCHRIESGNAEEELTHRET HLELTVET,

() BRI ARATLDINYITIvTDER
BEDVATLEUA—DBEETELWNGES. TEDE2VATLELZ—(ZT
24BMILINICEEE B ZBG T A=OICRELR/N\YITYTORTLERBLET,

12
© 2015Tokio Marine & Nichido Risk Consulting Co.,Ltd.



A case of FIl (Tokio Marine & Nichido Fire Insurance ) -6
7. Implementation and Operation

(L) Financial preparation

Action plan for financing at disaster time is set up. Also,

annual investigation is conducted to see if asset liquidity

IS secured at estimated large scale disaster.
(2)Preparation of manuals

Various manuals have been prepared to implement BCP for
respective roles and objectives.
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A case of Fl (Tokio Marine & Nichido Fire Insurance ) -7

8. Education and Drill

Various types of education and training programs have been
iImplemented for individual roles and levels.

*The Disaster Response Headquarters training and simulation drill for
board members. (annually, from 1992)

*Practical exercise by the Disaster Response Promotion Team
(annually, from 1996)

Disaster Countermeasure Basic Training by all employees (annually)

*Operation training of backup system (monthly)

*Disaster countermeasure desktop exercise at local offices (annually)
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A case of FI (Tokio Marine & Nichido Fire Insurance ) -8

9. Inspection and Corrective Measures
In addition to inspections conducted by the Disaster Response
Promotion Team on the progress of disaster-response measures at
all branches and audits performed by external organizations,
appropriate improvements and corrections are made for any
iInadequacies identified during these inspections and audits.

10.Review by the Management
At a regular annual meeting consisting of executive members ,

progress of business continuity and results of checkup are
presented and these plans are reviewed from all aspects.
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